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Today’s objectives 
Discuss concrete properties of hash functions


Define collision resistance and other concrete 
properties


Prove RO achieves these properties, discuss 
relationship between them


Review symmetric-key cryptography, and look forward 
to public-key cryptography
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Alice Bob

Random Oracle Model

There’s a public function black-box function H, and 
on any input H returns a random output

This is a bit like changing the parties’ model of computation


before, parties were simply poly-bounded algorithms — we 
were in the standard model 


In ROM, parties are poly-bounded computations with access 
to global service H
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Alice Bob

Today
Can we define notions of hash functions that 
make sense without an idealized model?
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Alice Bob

6

A.txt B.txt

Are these files the same?



Alice Bob
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A.txt B.txt

Are these files the same?

Do we really need random oracle for this use-case?
We just need that collisions are uncommon!



Alice Bob
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A.txt B.txt

Are these files the same?

Do we really need random oracle for this use-case?
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A hash family H is collision resistant if no poly-
time adversary can produce a hash collision

Pr [H(s, x0) = H(s, x1)
s ← {0,1}λ

(x0, x1) ← A(s)] < negl(λ)

Namely, for any poly-time adversary A, the 
following probability is negligible

Consider a family of hash functions 
H : {0,1}λ × {0,1}* → {0,1}λ
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A hash family H is collision resistant if no poly-
time adversary can produce a hash collision

Pr [H(s, x0) = H(s, x1)
s ← {0,1}λ

(x0, x1) ← A(s)] < negl(λ)

Namely, for any poly-time adversary A, the 
following probability is negligible

Consider a family of hash functions 
H : {0,1}λ × {0,1}* → {0,1}λ

Adversary gets 
the seed!
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Random Oracles are Collision Resistant

H(s, x) = RO(s | |x)

Pr H(s, x0) = H(s, x1)
s ← {0,1}λ

(x0, x1) ← ARO(s)
< negl(λ)
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Pr [H(s, x0) = H(s, x1)
s ← {0,1}λ

(x0, x1) ← A(s)] < negl(λ)

Collision Resistance:

Useful, e.g., for MACs: 
Adversary cannot forge a tag
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Pr [H(s, x0) = H(s, x1)
s ← {0,1}λ

(x0, x1) ← A(s)] < negl(λ)

Pr H(s, x0) = H(s, x1)
s ← {0,1}λ

x0 ← {0,1}λ

x1 ← A(s, x0)
< negl(λ)

Second-preimage resistance:

Collision Resistance:

Useful, e.g., for MACs on random messages: 
Adversary cannot forge a tag
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Pr H(s, x0) = H(s, x1)
s ← {0,1}λ

x0 ← {0,1}λ

x1 ← A(s, x0)
< negl(λ)

Second-preimage resistance:
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Pr H(s, x0) = H(s, x1)
s ← {0,1}λ

x0 ← {0,1}λ

x1 ← A(s, x0)
< negl(λ)

Second-preimage resistance:

Pr H(s, x) = y
s ← {0,1}λ

y ← {0,1}λ

x ← A(s, y)
< negl(λ)

Preimage resistance:
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Pr H(s, x0) = H(s, x1)
s ← {0,1}λ

x0 ← {0,1}λ

x1 ← A(s, x0)
< negl(λ)

Second-preimage resistance:

Pr H(s, x) = y
s ← {0,1}λ

y ← {0,1}λ

x ← A(s, y)
< negl(λ)

Preimage resistance:

Useful, e.g., for password hashing
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Pr H(s, x) = y
s ← {0,1}λ

y ← {0,1}λ

x ← A(s, y)
< negl(λ)

Preimage resistance:
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f : {0,1}n → {0,1}m

 is called a one-way function if for any 
PPT program  and for all inputs  the 
following probability is negligible (in ):

f
A x

n

Pr
x←{0,1}n [ f(A( f(x)) = f(x) ]

Pr [H(s, x0) = H(s, x1)
s ← {0,1}λ

(x0, x1) ← A(s)] < negl(λ)

Consider a family of hash 
functions 

H : {0,1}λ × {0,1}* → {0,1}λ

Collision Resistance

Important open 
theoretical problem: 
prove OWFs are 
insufficient to achieve 
collision resistance
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Collision Resistance:

Second-preimage resistance:

Preimage resistance:
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Collision Resistance:

Second-preimage resistance:

Preimage resistance:

All of these are trivial in 
random oracle model



Alice Bob

Eve
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Can Alice and Bob prevent Eve from listening?


Can Bob be sure Eve did not send the message?

Can Bob be sure Eve did not alter a message from Alice? 

Confidentiality

Authenticity

k k

Symmetric Key Cryptography



Alice Bob

Eve
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k k

Symmetric Key Cryptography

Concepts: 

  Kerckhoff’s Principle


  Shannon’s Theorem


  Indistinguishability



Alice Bob

Eve
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k k

Symmetric Key Cryptography

Concepts: 

Kerckhoff’s Principle


Shannon’s Theorem


Indistinguishability

Tools: 

PRGs, PRFs, Block 
Ciphers, OWFs


Hash Functions




Alice Bob

Eve
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k k

Symmetric Key Cryptography

Concepts: 

Kerckhoff’s Principle


Shannon’s Theorem


Indistinguishability

Tools: 

PRGs, PRFs, Block 
Ciphers, OWFs


Hash Functions


Definitions: 

CPA Security


CCA Security


MACs


Authenticated Encryption/AE-AD




Alice Bob

Eve
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k k

Symmetric Key Cryptography

If Alice and Bob can exchange a short 
secret key, then they can use 
cryptography to construct a secure 
communication channel



Alice Bob

Eve
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k k

Key Exchange



Alice Bob

Eve
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Key Exchange

Alice and Bob communicate a few times, then agree on a secret key k


Under a cryptographic assumption, Eve does not know k



Alice Bob

Eve
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Key Exchange

Alice and Bob communicate a few times, then agree on a secret key k


Under a cryptographic assumption, Eve does not know k

Important open theoretical problem: prove OWFs are 
insufficient to achieve key exchange
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Key exchange does not exist 
given only a random oracle

… But weirdly this does not mean 
that one-way functions cannot 
possibly imply key exchange

An Oracle Separation
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Key exchange does not exist 
given only a random oracle

… But weirdly this does not mean 
that one-way functions cannot 
possibly imply key exchange

An Oracle Separation

Might be possible to construct key 
exchange by using one-way 
functions in a non-black box way
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Key exchange does not exist 
given only a random oracle

… But weirdly this does not mean 
that one-way functions cannot 
possibly imply key exchange

An Oracle Separation

Might be possible to construct key 
exchange by using one-way 
functions in a non-black box way

But most cryptographers think this 
is not possible



Today’s objectives 
Discuss concrete properties of hash functions


Define collision resistance and other concrete 
properties


Prove RO achieves these properties, discuss 
relationship between them


Review symmetric-key cryptography, and look forward 
to public-key cryptography
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